
The future of home residences is connected, real-time, 
smart and contextual – and it comes with a bullish 
outlook for the technology industry. Connected home 
device shipments are forecasted to grow faster than 
smartphones or tablet devices at a compound annual 
rate of 67 percent over the next three years, reaching 
1.8 billion units by 2019. Connected home device 
sales resulted in $61 billion in revenue in 2015 and are 
expected to drive forward at a 52 percent compound 
annual growth rate to reach $490 billion in 2019.1  
The smart home market is expected to grow from USD 
46.97 billion in 2015 to USD 121.73 billion by 2022,  
at a CAGR of 14.07 percent between 2016 and 2022.   

Consumer Report

The smart home market benefits from a trend toward 
the Internet of Things with increased optimization, 
including the need for better energy savings and 
lower emissions. The lighting control device market 
is expected to grow at the highest CAGR due to its 
reduction in electricity costs. Smart meters claimed the 
largest share of the smart home market in recent years, 
helping to reduce energy bills and conserve energy. 

In 2016, 80 million smart home devices were delivered 
globally, which according to IHS Markit, represents a  
64 percent increase from 2015. This includes the 
personal assistants such as Alexa and Google Home, 
plus thermostats, smoke detectors, and smart locks. 
Due to ongoing consolidation and more clarity on value 
for consumers, 2017 is expected to be a breakout year 
for the smart home with 130 million devices predicted 
to ship worldwide.

According to consumers, personal and family security 
is named as the most important driving factor behind 
interest in smart home technology with 90 percent of 
consumers saying security is one of the top reasons to 
purchase a smart home system. Energy efficiency  
is the second most desirable benefit from smart home 
devices, with 70 percent of consumers reporting a 
preference for this feature. The still nascent connected 
home market is also showing that consumers can be 
attracted to other experiences. Amazon’s “Echo” series 
of artificial intelligence and voice recognition driven 
speaker/connected home hub devices have been an 
early hit in the connected home market with 8.2 million 
devices sold in 2016.2   

M2M Market in APAC

Globally, the APAC region is seeing the most growth 
in the smart home market and is expected to have the 
highest CAGR of 41 percent until 2020. Some of this 
is due to the demand for energy efficient solutions as 
well as a high penetration of broadband networks and 
an awareness around how technology can impact the 
home. China is leading the growth with the smart home 
M2M market expected to grow 51 percent during the 
forecasted period. 

Vendors in APAC are highly fragmented among 
key vendors such as China Mobile, China Unicorn, 
Honeywell and Samsung, in addition to many others. 
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Looking into the Future

The smart home market is well on its way. By 2022, 
Gartner forecasts a typical home could contain more 
than 500 smart devices.3 Therefore, the challenge for the 
technology industry is not consumer adoption; rather it 
is to avoid being myopic while building opportunities for 
the industry to grow by ensuring open interoperability 
and interconnection. The $490 billion question is 
whether the anticipated 500 devices per the home will 
communicate with one another using widely accepted 
open standards? Or, will we face a closed ecosystem 
dominated by the top two to three manufacturers?

Beyond allowing for open interoperability, the technology 
industry also faces the large hurdle of maintaining 
consumer trust in products. The cybersecurity of many of 
the connected home products on the market so far have 
been sub-par at best. To cite a couple of examples, it was 
reported that in the space of 2 weeks between December 
23, 2013 and January 6, 2014 approximately 100,000 
connected home devices such as routers, connected 
entertainment devices and refrigerators had been hacked 
to send out over 750,000 spam e-mail messages.4 The 
U.S. Federal Trade Commission (FTC) has brought action 
against connected home device manufacturers such as 
TRENDnet (video cameras) and ASUS (routers) due to 
poor security.5,6

Privacy is also an issue. Connected home devices 
represent an exponential increase in the number of 
Internet connected sensors collecting intimate data 
from the daily lives of consumers. Not only can poor 
security endanger the privacy of data from connected 
home devices, there is great concern around the privacy 
practices of the companies selling these devices. 
Marketers have recognized the potential usefulness 
of data from connected home devices for targeting 
marketing messages. Already companies such as 
RedPoint are releasing marketing tools which  
use data from connected home devices.7 

There are many other concerns about personal data and 
connected home devices. What happens to the data 
when the device manufacturer goes bankrupt or the 
owner decides to sell it to someone else? Will personal 
data be protected if the device is sent in for repairs? 
Already, there is ample evidence of legitimate reasons for 
consumers to be worried. 
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A survey of connected home devices by an international 
organization composed of government privacy regulators 
found that:

• 59 percent of devices failed to adequately explain 
to customers how their personal information was 
collected, used and disclosed

• 68 percent failed to properly explain how information 
was stored

•  72 percent failed to explain how customers could 
delete their information off the device

•  38 percent failed to include easily identifiable contact 
details if customers had privacy concerns.8

Naturally, consumers are already expressing these 
concerns. In an April 2016 survey, 60 percent of 
consumers said they were concerned about IoT with  
62 percent of these expressing privacy as their greatest 
IoT related concern.9 It is abundantly clear that for 
the connected home market to succeed, device 
manufacturers must make addressing privacy and security 
a top priority.
 
With over 20 years of experience in working with 
open standards in digital security, data privacy, trusted 
computing and rights management, Intertrust is well 
positioned to support the development of connected 
home products. Device manufacturers have amply 
demonstrated that visionary innovation is possible when 
devices can speak to one another. Leveraging Intertrust’s 
inventions to ensure these communications are protected 
end-to-end will bring much needed consumer confidence 
to the market.
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INTERTRUST’S PRODUCTS FOR THE CONNECTED-HOME

WHITECRYPTION
Services that monitor and protect the home often include 
mobile app based remote or automated control over 
doors, windows, blinds, locks, lighting, HVAC and other 
systems. Burglars and hackers have an incentive to 
gain access to these systems through the mobile app. 
whiteCryption offers software code protection to  
prevent techniques used by cyber-criminals to gain  
access to sensitive information and resources contained  
in these apps. 

More information about whiteCryption4

SEACERT
Internet-connected devices must have a strong security 
model to protect transactions and keep data private. 
This requires authentication and encryption among and 
between trusted devices and services. Seacert provides 
a secure cryptographic certificate provisioning service 
that forms the basis for authentication and encryption. 
The Seacert service has been used for years by leading 
consumer electronics manufacturers. 

More information about Seacert4

PERSONAGRAPH
Connected home devices are constantly communicating 
to and producing data for cloud services in order to 
perform useful services. The cloud also acts as an 
aggregation layer for all of the data points generated 
from multiple devices. Personagraph delivers cloud-based 
solution providing comprehensive analytics and  
a dashboard for consumer segmentation and targeting 

as well as insights. Personagraph is also designed to 
protect consumer privacy by not collecting or distributing 
personally identifiable data. It also offers technology  
giving consumers control over which data is being 
collected and how it is used. Additionally, Personagraph 
offers device manufacturers the capability of controlling 
how their data is shared with partners.

More information about Personagraph4

EXPRESSPLAY
ExpressPlay enables a trusted environment for content 
companies to distribute their content. Connected 
entertainment systems access and share digital content 
acquired through the Internet. ExpressPlay protects  
these devices by ensuring these digital content files  
are the legitimate files released by the content rights 
holders and not infected with malware. ExpressPlay 
provides cloud services for implementing DRM (digital 
rights management) using the Marlin DRM open  
standard, co-founded by Intertrust, Panasonic, Phillips, 
Samsung and Sony, as well as other DRM technologies. 
Major copyright holders and Hollywood studios have 
approved ExpressPlay for content distribution and it is 
used by major content distribution services worldwide.  
The ExpressPlay service is also in commercial use in  
Wi-Fi based IFE (in-flight entertainment) systems  
through a partnership with Panasonic, a major IFE  
system manufacturer.

More information about ExpressPlay4

Our Vision for Connected Home

https://www.intertrust.com
http://www.whitecryption.com
http://www.personagraph.com
http://www.expressplay.com
http://www.whitecryption.com
http://www.seacert.com
http://www.businessinsider.com/connected-home-forecasts-and-growth-2014-9
https://www.geekwire.com/2017/8-million-people-amazon-echo-customer-awareness-increases-dramatically/
http://www.gartner.com/newsroom/id/2839717
http://investors.proofpoint.com/releasedetail.cfm?releaseid=819799
https://www.ftc.gov/news-events/press-releases/2013/09/marketer-internet-connected-home-security-video-cameras-settles
https://www.ftc.gov/news-events/press-releases/2016/02/asus-settles-ftc-charges-insecure-home-routers-cloud-services-put
https://www.marketingtechnews.net/news/2016/sep/20/redpoints-marketing-platform-now-allows-you-connect-iot-devices/
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2016/09/privacy-regulators-study-finds-internet-of-things-shortfalls/
https://mobileecosystemforum.com/2016/04/07/trust-related-concerns-hamper-consumer-adoption-iot/

