
Infotainment systems are increasingly becoming a 
critical automotive feature. As technology plays an 
ever increasing part of consumers’ everyday life, the 
expectation is high that their cars will also be part of  
their technology ecosystem. A survey by GfK found  
that 16 to 34 year olds as well as 35 to 44 year olds,  
the next generations likely to be purchasing automobiles, 
are most enthusiastic about such technology features as 
entertainment, self-driving capabilities and “life manager” 
(integration with smart home and other systems).1  
This interest has lead major automobile manufacturers  
to increasingly talk about their products as an “iPhone  
on wheels.” 

Many consumers may think about infotainment 
technologies as “nice-to-haves” for such things as 
entertainment and easier navigation. However, by 
integrating day-to-day devices in the console of the 
vehicle, the driver is able to avoid driver distraction by 
making hands free calls and navigation, managing and 
playing audio content, delivering rear-seat entertainment 
such as movies, games, social networking, and listening 
to incoming text messages. In this way, the infotainment 
system plays an important role in physical safety as well.

The advancement of the infotainment system has allowed 
premium auto manufacturers to remain competitive. 
Some systems rival the functionality of iPads and 
smartphones offering automakers to differentiate 
by offering a connected lifestyle to consumers. 
Manufacturers who excel at offering an easily configurable 
infotainment center with high-end connected features  
will be the future market leaders. 

In 2015, the global infotainment market size reached 
$20.9 billion. In 2016, the connected car broke into 
massive adoption, mainly driven by China where the yuan 
appreciated. By year-end 2016, the global Infotainment 
market is expected to reach $22.9 billion at 9.6% growth. 
The market is expected to rise again at a similar growth 
rate in 2017 due to Infotainment functions becoming 
further developed, especially due to the increasing 
numbers of automobiles using Apple’s and Google’s 
automotive software platforms CarPlay, Android Auto and 
as well as those equipped with embedded LTE modules.1 

The increased requirements for design and performance 
across infotainment systems adds extra challenges to 
interoperability and security for automakers. There 
are numerous devices that can be integrated into the 
infotainment system, including smartphones, music 
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players, and tablets. Security becomes especially vital 
when these devices and systems can be accessed over 
the cloud or through Wi-Fi networks. 

Security and privacy for infotainment devices and the 
methods drivers and passengers use to access and 
perform certain functions, especially with embedded  
app access and Wi-Fi access, is now a concern for 
automakers. Whereas previously automakers only had 
to provide a radio, they are now faced with questions 
such as how data is being accessed and what personal 
information is being exposed with each entry point.  
There is also the issue of real-time communications 
to back end systems that must be protected. This 
includes web services and APIs, or clouds which handle 
personal data and can be compromised via the internet 
connection. Automobiles now have the potential of 
having multiple IP addresses which, if shared publicly, 
could open the vehicle to hacking attacks. 

To prevent attacks on vehicles, access between the 
vehicle and the Internet must be secured. Authentication 
helps by requiring the driver to have a username and 
password to access applications or download over the 
internet. Security tokens, such as the ones offered by 
our certificate authority Seacert, are useful in helping 
to authenticate and authorize the user. Intertrust’s 
applications software security products, Code Protection 
and Secure Key Box can help secure the software of 
mobile apps associated with the infotainment system 
as well as the application software running on the 
infotainment system itself. 

Intertrust is also creating a combination of products into 
valuable solutions that play a role in creating new content 
experiences and business models for the infotainment 
field. The combination of ExpressPlay, Intertrust’s content 
protection service, along with Intertrust’s Personagraph 
audience targeting platform and the off-line playback 
capability of the open standard Marlin DRM (digital rights 
management) are driving a novel infotainment service for 
shared mobility applications. 

Connected Infotainment Systems
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SEACERT
Secure Device and Application Provisioning Services

As infotainment systems are increasingly becoming 
Internet-connected devices and handling downloadable 
applications, the Seacert™ Device Provisioning Service 
can authorize legitimate users and grant them access to 
data repositories, network applications, and databases 
based on either a specific device, downloadable 
application or a unique user identity to which multiple 
devices or downloadable applications are linked. Using 
this service, customers can monitor that access rights  
and privileges comply with their business models  
and minimize abuse to their systems.

Seacert has a proven track record of supporting global 
consumer electronics manufacturers in the secure 
provisioning of their hundreds of millions of connected 
devices either as part of the manufacturing cycle or once 
deployed by using Seacert’s on-line provisioning service. 

Secure Service Provisioning Services

Like devices, services require private keys and certificates. 
Seacert provides server provisioning to some of the 
largest connected device infrastructures in production 
today. These commercial PKI’s have entrusted Seacert 
to manage their CA’s (certificate authorities). In this 
role, Seacert certifies the private keys that the services 
generate. These services use the certificates Seacert 
provides to authenticate themselves as legitimate  
service providers.

Seacert meets the needs of its connected device 
infrastructures customers by designing solutions 
that optimized to the customer’s specifications and 
requirements. Seacert’s team security architects and 
operations experts can work with you to determine  
the optimal PKI structure, specify certificates,  
and provisioning workflow for your service.

More information about Seacert4 
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PRODUCTS FOR SECURING INFOTAINMENT CENTERS AND SERVICES

WHITECRYPTION
Connected infotainment devices and the mobile apps 
they communicate with handle an ever increasing number 
of functions involving sensitive data. Transmitting data 
back to manufacturers, over-the-air (OTA) firmware 
updates and providing location based services are all key 
attack vectors for hackers. To protect this data as well as 
the integrity of the infotainment devices themselves, it is 
important that the application software be hardened from 
attack. whiteCryption provides the best solution  
for application software protection.

whiteCryption Secures Your Critical Infrastructure:

• Secures your cars infotainment, navigation, diagnostics 
system and OTA software updates

•  Protects mobile applications that communicate  
with the vehicle

•  Offers a low cost alternative to hardware based security 
technology

whiteCryption Reduces Your Risk of:

• Unauthorized access to mobile applications 

•  Hacking into car operations including systems  
and vehicle data

•  Damage to brand and trust

Connected infotainment systems use a mix of wired and 
wireless connectivity. Such systems not only communicate 
with the dashboard and other systems in the automobile, 
they are often connected to the CAN (controller area 
network) bus as well. The CAN bus is connected to a wide 
variety of critical functions. Accessing the car’s network and 
issuing commands to the automated steering, parking, 
braking, or driving mechanisms is not only a potential 
danger to the occupants of the car but also surrounding 
vehicles. As with any other piece of software, software in 
an infotainment device needs to be hardened to resist 
hacker attacks for physical safety purposes as well. 

whiteCryption delivers a unique, comprehensive 
approach that enables infotainment system manufacturers 
to capitalize on connectivity while making sure their 
applications are secure. whiteCryption provides protection 
for the entire application and shields the entire software, 
including the cryptographic keys and algorithms for data 
protection. The whiteCryption solution is software-based, 
so it saves on the Bill of Materials (BOM) and power.  
The developer has complete control of the protection.

More information about whiteCryption4 

Our Vision for Connected Infotainment Systems
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Infotainment is not only about private cars but is also 
important for shared mobility applications such as 
busses, taxis and automobiles used for ridesharing. For 
these applications, providing entertainment options like 
video content for passengers during their rides can help 
increase satisfaction with the experience. Intertrust has 
fielded a combination of products that provide a number 
of entertainment options to vehicle passengers over their 
personal devices, such as streaming video. The resulting 
system works without overloading the vehicle’s Internet 
connection or even when an Internet connection  
is not available.

The key to these systems is that many shared mobility 
operators are installing Wi-Fi connectivity in their vehicles. 
These networks are often used by passengers and their 
personal devices to do things such as check e-mail or 
engage in social media. Intertrust’s technologies extends 
the usefulness of these systems for entertainment through 
the use of several products.

KIORA 
Intertrust’s primary product for shared infotainment 
applications is Kiora. Kiora consists of a cloud-based 
content management and distribution system that services 
content caching appliances installed in a Wi-Fi hotspot 
equipped vehicle. Kiora’s cloud system syncs content 
to the appliance when the vehicle’s wireless Internet 
connection is available and manages it so fresh content, 
primarily video, is always available to passengers to 
download to their mobile devices. The cloud system also 
manages monetization and other business systems.  
In addition, Kiora provides customizable apps for 
passengers to manage and view their content on.

More information about Kiora4
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NEW SHARED MOBILITY INFOTAINMENT EXPERIENCES
KIORA, MARLIN, AND PERSONAGRAPH
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MARLIN
Kiora protects premium video content and other media by 
using Marlin DRM. One of Marlin’s features is it allows the 
playback of content even if the device is not connected 
to the Internet, making it ideal for in-vehicle applications. 
Kiora and Marlin have been approved by both Hollywood 
and Bollywood studios for distribution of their content. 
Also, Kiora has already been deployed in India and  
Sub-Saharan Africa.

More information about Marlin DRM4

PERSONAGRAPH
Intertrust’s Personagraph product also can extend the 
business model of these services beyond pay-per-view and 
free hospitality. Personagraph is an audience segmentation 
platform used for fine-grained but anonymous targeting of 
advertisements to mobile devices. By using data collected 
from the infotainment app on the mobile device as well 
as other data, Personagraph allows the infotainment 
service to sell valuable highly targeted advertisements, 
subsidizing the passenger’s experience. The combination 
of Kiora, Marlin and Personagraph gives shared mobility 
operators the capability of deploying flexible and attractive 
infotainment services to their passengers using a variety  
of business models.

More information about Personagraph4

Our Vision for Connected Infotainment Systems
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