
THE STATE OF 
MOBILE APP SECURITY

www.whitecryption.com

http://www.whitecryption.com
http://www.whitecryption.com
http://www.whitecryption.com


|    The State of Mobile App Security    |    Copyright © 2016 whiteCryption. All rights reserved.www.whitecryption.com

INDEX
Introduction............................................................................................................................................... 1

Mobile Overview....................................................................................................................................... 1

The Role Mobile Security Plays ............................................................................................................... 2

The Four Horsemen of Mobile Security.................................................................................................. 3

The Cost of Data Breaches ...................................................................................................................... 3

Broken Cryptography in Mobile Apps.................................................................................................... 5

A Closer Look at iOS and Android.......................................................................................................... 5

Android Attacks Become More Stealth .................................................................................................. 6

iOS Infiltrated on Non-Jailbroken Devices and Private APIs ................................................................ 7

App Security for the Internet of Things: From Proof-of-Concept to Real-World Attacks .................. 8

What Developers Can Do...................................................................................................................... 13

How whiteCryption Can Help................................................................................................................ 14

http://www.whitecryption.com
http://www.whitecryption.com


INTRODUCTION
The mobile application industry is on its way to a hefty $100 billion piece of 
the global economy, spurred by increasing apps and mobile adoption 
throughout the world. With a market that large comes vulnerabilities, hacks 
and breaches, which are spawning a mobile application security industry that 
some estimate to reach $1.5 billion by 2021 (Markets and Markets). By the 
end of 2017, market demand for mobile app development services alone will 
grow five times faster than IT organizations’ availability to deliver.

This report covers the mobile market, the role security plays within the 
market, the cost of data breaches, different mobile operating systems and 
their vulnerabilities, a look at app security for the Internet of Things, what 
developers can do to secure apps, and how whiteCryption can help.

MOBILE OVERVIEW
• The mobile application industry is expected to grow at a rate of 16.2 percent 

CAGR through 2020. 

• By the end of 2017, market demand for mobile app development services 
will grow five times faster than internal IT organizations’ availability 
to deliver. 

• The enterprise is expected to mobile-optimize 400 percent this year. 
Meanwhile, only five percent of budgets are allocated to mobile security. 

• Mobile phone sales surpassed 1 billion units in 2015 and will reach 
2.1 billion units by 2019. 

• Employees today use three different devices in their daily routine, and are 
expected to increase the number of devices to five or six as the Internet of 
Things (IoT) becomes more widespread.

• The average mobile app user is spending over 30 hours per month in apps 
with the mobile apps market forecast to generate more than $100 billion 
per year in revenue by 2020. 

Source: Flurry
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THE ROLE MOBILE SECURITY PLAYS
Despite demand for mobile apps, there is a nascent state of mobility in many 
organizations, and a low level of investment in mobile security across Fortune 
500 companies. Many organizations are finding it difficult to be proactive, 
which results in tactical mobile apps rather than the necessary strategic 
approach. An average of $34 million is spent annually on mobile app 
development, and only $2 million – or 5.5 percent  – is spent on security. 
The majority of spending is allocated toward proprietary software and open 
source software security measures with only 11 percent spent on penetration 
testing to lower the risk of insecure applications.

Allocation of Spending for Application Security Categories How Difficult is It to Minimize the OWASP Top 10 Mobile App Security Risks?

The Open Web Application Security Project (OWASP) has identified the top 
10 mobile app security risks. Of those identified, the most challenging to 
manage is broken cryptography, with 80 percent of respondents in a recent 
survey citing this as “difficult” or “very difficult.” Meanwhile, 75 percent 
rated unintended data leakage as “difficult” and 67 percent rated poor 
authorization and authentication, followed by insecure data storage, client 
side injection and insufficient transport layer protection as concerns.

Of the reasons that mobile apps are insecure, 77 percent cite pressures on 
the application development team to release apps before they’re tested. 
The second most cited reason stems from a lack of understanding and 
training on coding practices, followed by a lack of QA and testing procedures. 

Proprietary Software

Open Source Software

Cloud Services

Source Code Testing

Penetration Testing

Other

Source: Ponemon Institute Source: Ponemon Institute
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THE FOUR HORSEMEN 
OF MOBILE SECURITY
Mobile security usually falls into four categories: physical threats, network 
threats, malware and vulnerabilities. 

1. Physical threats: Mobile device management is one way to manage 
devices that require the configuration of security policies such as 
password policies, device encryption, Wi-Fi settings and detection of 
jailbroken devices. Active threat detection can be added as well as 
risk-based mobile management for more advanced threats.

2. Network threats: Mobile devices today connect 10 to 100 times more to 
networks than PCs. Wi-Fi networks are used to lift sensitive information 
such as keys and data, or intellectual property, to reverse engineer apps. 
Traffic redirection, decryption and Man-in-the-Middle (MitM) attacks are 
also performed over Wi-Fi – even once the Wi-Fi is turned off.

3. Malware: Malicious downloads are some of the most prevalent methods 
for corrupting a device. Another is to prevent jailbreaking, which breaks 
the security model to allow apps to access data owned by other 
applications.

4. Vulnerabilities: Login-related weaknesses, such as bypassing login 
prompts, or allowing users to create weak passwords, are easy-to-crack 
vulnerabilities. Other common vulnerabilities include storing sensitive data 
on the device and transmitting it unencrypted, and cryptographic keys 
hard-coded into the app that can be accessed with hacker tools.

THE COST OF DATA BREACHES
The average cost for a data breach has increased from $3.79 million in 2015 
to $4 million in 2016 with the average cost for each lost or stolen record 
rising from $154 to $158, respectively. According to the 2016 Cost of Data 
Breach Study, the Ponemon Institute estimates a 26 percent probability of 
a data breach involving 10,000 records or more by mid-2018.

THE PONEMON INSTITUTE’S SEVEN MEGA 
TRENDS IN DATA BREACHES
1. Data breaches have had minor fluctuations in cost and should be seen as 

a permanent cost to organizations as part of their data protection strategy.

2. The largest consequence of a data breach is the loss of customer trust. 
Following a data breach, organizations face the challenge of winning back 
the customers’ trust to sustain financial stability.  

3. Malicious attacks have the highest cost per record and take the longest 
amount of time to repair. Most data breaches continue to be a result of 
malicious activity as opposed to human error or system glitches.

4. Detection and escalation costs have increased, suggesting investments 
are being made to detect and contain breaches.

5. Healthcare and financial services have a higher cost per data breach 
because of fines from regulations.  

6. Improvements to reduce the cost of data breaches include incident 
response plans, hiring a CISO, business continuity management strategy 
and employee training and awareness programs. 

7. Investing in data loss prevention controls such as encryption and endpoint 
security is essential to prevent data breaches, as described in the 
next section. 
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2016 DATA BREACH STATISTICS
• Data breaches cost the most in the U.S. and Germany. With an average 

cost of $221 in the U.S. and $213 in Germany per record. The average 
organizational cost in 2016 is $7.01 million in the U.S. and $5.01 million 
in Germany.

• U.S. organizations have the highest cost of lost business at $3.97 million, 
including abnormal customer turnover, increased acquisition costs, 
loss of reputation and diminished goodwill.

• Healthcare had the highest cost per data breach at $355 compared to the 
average of $158 per stolen record. In education, the average cost was $246 
followed by financial at $221, and services at $208.

• Hackers and criminals caused the most data breaches in the last 12 months 
with 48 percent of all breached records caused by malicious attacks.

• The cost for a data breach ranges from $2.1 million for a loss of less than 
10,000 records to $6.7 million for a loss of 50,000 records or more.

• Financial, health and service organizations experienced a high, abnormal 
churn following a data breach, evidencing the loss of customer trust. 

Source: Ponemon Institute

Source: Ponemon Institute
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A CLOSER LOOK AT iOS AND ANDROID
Many organizations assume iOS is a more secure platform than Android, 
which is not necessarily the case. This common misconception started 
because iOS has more restrictive controls over developers and a strict vetting 
process to prevent malware. However, because application security must 
take place in the application or in the code, these measures do not reduce 
the number of vulnerabilities. In fact, according to an analysis by CVE Details, 
the free security vulnerability database, iOS had the most vulnerabilities in 
2015 with 387 in 2014, which is triple the number of Android’s 125 
vulnerabilities. It’s important to remember that the number of vulnerabilities 
does not take into account the risk level for each vulnerability; however, the 
information on mobile operating systems proves there is an overwhelming 
need for hardened applications. 

BROKEN CRYPTOGRAPHY 
IN MOBILE APPS
Mobile apps are quickly becoming the main target for malicious behavior. 
Meanwhile, the operating systems can’t keep up. Over the last four years, 
there has been a 188 percent increase in the number of Android 
vulnerabilities and a 262 percent increase in the number of iOS 
vulnerabilities. In addition, according to Gartner, 75 percent of mobile apps 
would fail basic security tests. 

Digging deeper, Veracode found that four out of five applications written in 
PHP, Classic ASP and ColdFusion failed at least one of the OWASP Top 10, 
implying that many web-based applications and websites contain security 
vulnerabilities. More than 80 percent of mobile apps on both the Android 
and iOS platform revealed cryptographic issues.

The consequences of broken cryptography are especially problematic in 
healthcare applications where doctors are moving toward mobile apps to 
address patient care issues. According to the Robert Wood Johnson 
Foundation, health apps will occupy half of all mobile devices worldwide by 
2018; however, personal health data requires higher standards for security and 
privacy because of the 1996 HIPPA requirements. The higher prevalence of 
broken cryptography suggests there will be unintended data leakage and other 
issues as the demand for mobile healthcare applications continues to rise. 

Mobile Vulnerabilities by Operating System

Source: Symantec Corporation
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Vulnerabilities on the iOS platform have accounted for the largest number of mobile vulnerabilities in 
recent years, with research often fueled by the interest to jailbreak devices or gain unauthorized access 
to install malware.

20142013 2015
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ANDROID ATTACKS BECOME MORE STEALTH
Recently, Android malware has become more stealth. Last year, in 2015, 
malware began to obfuscate code to bypass signature-based security 
software. Despite Google’s response to critical vulnerabilities and patches of 
critical issues in the Android OS, end users are still dependent on device 
manufacturers for these updates. This was evident when seven vulnerabilities 
dubbed “Stagefright,” in reference to libStagefright, the underlying code in 
the OS library shared by applications, could compromise devices by sending 
a malicious multimedia message. Stagefright was especially alarming as it 
did not require the user to download an infected app to receive the MMS 
message. The cybercriminal simply needed to know the intended target’s 
phone number to launch the attack. 

This attack brought to surface the delays involved when issuing updates as 
users remained at risk until carriers and manufacturers rolled out updates. In 
the interim, two more Android vulnerabilities were discovered, allowing an 
attacker to gain control over a compromised device through the .mp3 or 
.mp4 file. The previous patch had fixed the libStagefright library to where it 
no longer automatically processed messages; however, it was still possible 
for attackers to exploit libStagefright through the mobile browser. Dubbed 
Stagefright 2.0, these new vulnerabilities could be exploited through an 
MitM attack and through third-party applications.

Recently, Android has seen additional sophisticated attacks through a new 
phishing Trojan that tricks users into entering their banking credentials. In 
this case, fake login pages pop up on top of legitimate banking apps. 
Ransomware, as well, is starting to encrypt files, such as pictures, rather than 
change the phone’s access PIN. 
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iOS INFILTRATED ON NON-JAILBROKEN DEVICES AND PRIVATE APIs
Apple’s once tight control over the app store and mobile operating system 
kept threats to iPads and iPhones at a minimum. In 2015, this changed. 
Symantec identified nine new iOS threat families as compared to four 
previously. One of the more severe threats, known as XcodeGhost, infected 
4,000 apps. The official malware was discovered in unofficial versions of 
Apple’s integrated development environment (Xcode). Developers using 
the infected environment were unknowingly allowing malicious code to be 
inserted into their official iOS applications. This occurred with quite a few 
iOS applications in China, including WeChat, an instant messaging 
application with hundreds of millions of users. Once the infected app had 
been downloaded, XcodeGhost could perform actions such as creating fake 
phishing alerts to steal usernames and passwords, uncovering passwords 
copied from a password management tool or hijacking the browser to open 
specific URLs. This threat did not require a jailbroken device, increasing its 
threat level. 

YiSpector is another iOS threat that took advantage of Apple’s enterprise 
app provisioning framework on non-jailbroken devices. The framework is 
used by businesses to deploy apps without making them publicly available 
on the official App Store through the use of an enterprise certificate. The 
new threat, YiSpector, used these certificates to package and sign malware. 
The malicious apps were then distributed through unofficial channels. 
One of the reasons YiSpector demonstrated advanced functionality is 
because it used Apple’s private APIs. 

Total Apps 
Analyzed

2013 2014 2015

Total Apps 
Classified

as Malware

Total Apps 
Classified

as Grayware

Total Grayware
Further Classified 

as Madware

6.1
Million

6.3
Million

10.8
Million

0.7
Million

1.1
Million

3.3
Million

2.2
Million

2.3
Million

3.0
Million

1.2
Million

1.3
Million

2.3
Million

Malware definition Programs and files that are created to do harm. Malware includes computer 

viruses, worms and Trojan horses.

Grayware definition Programs that do not contain viruses and that are not obviously malicious, 

but that can be annoying or even harmful to the user (for example, hacking 

tools, accessware, spyware, adware, dialers and joke programs).

Madware definition Aggressive techniques to place advertising in a mobile device’s photo 

albums and calendar entries and to push messages to the notification bar. 

Madware can even replace a ringtone with an ad.

Source: TRENDmicro
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The issues that stem from vendors implementing mechanisms are often used for proof-of-concept security flaws; 
however, it’s inevitable that these will be followed by real-life attacks. Connected devices often lack security measures 
with many attacks able to exploit vulnerabilities in the underlying Linux-based operating systems used by IoT devices 
and routers. In the U.S., there are 25 online devices per 100 inhabitants. With the Internet of Things, the astronomical 
number of sensors will generate a vast amount of data. ABI Research estimates 1.6 zettabytes in 2020 with 90 percent 
of the data processed locally. This amount of data, along with the poor state of security on connected devices, creates 
an easy target for cybercriminals.

CONNECTED CAR
Today’s car has the computing power of 20 personal computers and features 100 million lines of programming code. 
The connected car, controlled by software and high-tech features, may be one of the more significant advancements 
from the past few years. Features such as web browsing, Wi-Fi access points and remote-start mobile phone apps, help 
to enhance the enjoyment of the vehicle while adding more opportunities for advanced attacks. Proof-of-concept hacks 
have led to the recall of 1.4 million vehicles by Fiat Chrysler in 2015. When attempting to hack a Jeep again this year at 
Black Hat 2016, researchers Charlie Miller and Chris Valasek agreed it was a costly endeavor. In real life, we’ve seen 
thieves hack keyless entry systems in the UK to steal cars, meanwhile, software recalls have doubled within the past year 
and soon they will match mechanical recalls. 

Risks for connected cars

• Stealing Personally Identifiable Information (PII): Connected cars collect a significant amount of data and interface 
with multiple after-market devices. For example, financial information, personal trip information and diagnostics can 
all be accessed through a vehicle’s system.

• Manipulating a Vehicle’s Operation: Catastrophic incidents resulting in personal injury and lawsuits may be in the near 
future. As mentioned above, Charlie Miller and Chris Valasek have demonstrated a proof of concept, although costly 
and with a lower likelihood than data breaches and unauthorized entry.

• Unauthorized Vehicle Entry: Car thieves now have a new way to gain entry into locked vehicles. Methods of obtaining 
entry include intercepting the wireless communication between the vehicle, or intercepting the fob for the driver. 
Many vehicle technologies have opted to replace physical ignition systems with keyless systems using mobile 
applications or wireless key fobs. In addition to gaining access to the vehicle, flaws in mobile apps have also led to 
controlling features independently, as discovered when Nissan had to pull its NissanConnect EV app for the Nissan 
Leaf in February 2016. The poor security of the app allowed security researchers to connect to the Leaf via the internet 
and remotely turn on the car’s heated seating, heated steering wheel, fans and air conditioning.

APP SECURITY FOR THE INTERNET OF THINGS:
FROM PROOF-OF-CONCEPT TO REAL-WORLD ATTACKS

It seems that every time we 
introduce a new space in IT, 
we lose 10 years from our 
collective security knowledge. 
The Internet of Things is 
worse than just a new insecure 
space: it’s a Frankenbeast of 
technology that links network, 
application, mobile and cloud 
technologies together into a 
single ecosystem, and it 
unfortunately seems to be 
taking on the worst security 
characteristics of each.

 - Daniel Miessler
OWASP IoT Top 10 Project

“

”
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HOME AUTOMATION
The convenience of controlling electronic locks, thermostats, ovens, sprinklers 
and motion sensors by remote control has created new vulnerabilities in IoT 
cloud platforms. In May 2016, cybersecurity researchers at the University of 
Michigan were able to hack into the leading “smart home” automation 
system and obtain the PIN code to the home’s front door. The “lock-pick 
malware app” was one of four attacks aimed at a large consumer electronics 
manufacturer app store in what was believed to be the first platform-wide 
study of a real-world connected home system. The targeted app store has 
more than 500 apps from third-party developers. When a security analysis was 
performed on the framework, they came up with four proof-of-concept 
attacks. In the first two, a door lock was exploited through the use of an app 
and PIN. In one scenario, the hackers could eavesdrop on the PIN code being 
set. The third was the ability to turn off vacation mode of the home through 
the app, and the fourth allowed a fire alarm to be set off. 

Three common issues with app security and the connected home

• Platforms grant apps too much access to devices and to the messages the 
devices generate. This is called “over privilege.” Atul Prakash, one of the 
researchers, describes this as allowing someone 
to change a lightbulb in a home while inadvertently giving them 
access to the filing cabinets.

• Authentication issues, such as deploying an authentication method 
called OAuth incorrectly, along with over privilege, creates an insidious 
combination for hackers to access and over-ride settings.

• The “event subsystem” is insecure and allows researchers to inject 
erroneous information to set off devices, such as fire alarms.

Common Issues with App Security and the Connected Home

100%
of home security 
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strong passwords
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authentication
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enumeration issues

SSL/TLS
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or allow the use of SSL
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A single
system

implemented
Apple’s Touch ID
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mobile interfaces
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enumeration issues

XX%

IoT

Source: HP Fortify
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MOBILE BANKING
Mobile banking is becoming the most important deciding factor when consumers switch banks, with 60 percent of research 
respondents citing this over fees (28 percent), branch location (21 percent) and services (21 percent). The Federal Reserve 
notes that mobile banking closely correlates with age, with 67 percent of individuals ages 18-29 using mobile banking, and 
58 percent ages 30-44. Therefore, banking institutions that want to grow their customer base must offer mobile banking to 
cater to new customers. 

In addition to the demand for these services, there is an overwhelming awareness and concern around security and fraud. 
Among non-mobile banking users, more than 57 percent say mobile banking is unsafe, and an additional 18 percent state 
they don’t know if mobile banking is safe or not. In another study by Deloitte, of the respondents who do not use a mobile 
device for financial services, 61 percent cited security issues as the prime reason.

Mobile banking had its first major scare in the United States in 2014 when Kaspersky Labs identified malware that targeted 
mobile devices called Svpeng. The malware, which was first found in Russia, spread to the U.S. and UK by targeting Android 
devices through a social engineering campaign using text messages. Once on the device, it looks for specific mobile 
banking apps including USAA, Citigroup, Wells Fargo, Bank of America, TD Bank, JP Morgan Chase, BB&T, Regions Bank 
and others. The malware was a form of ransomware, which locked the phone and demanded $200 to unlock it. According 
to Kaspersky Lab researchers, Svpeng does not steal mobile or online banking credentials – but it’s only a matter of time 
before it does. 

“

”

Locking the door doesn’t do 
any good if the key is under 
the doormat where anyone 
can find it.

 - Tony DeLaGrange

Checked an account balance or checked recent transactions

Transferred money between your bank accounts

Received an alert (e.g., a text message, push notification, or e-mail) from your bank

Deposited a check to your account electronically using your mobile phone camera

Made a bill payment using your bank’s online banking website or banking app

Located the closest in-network ATM or branch for your bank

Sent money to relatives or friends within the U.S. using your bank’s app or mobile website

Sent money to relatives or friends outside the U.S. using your bank’s app or mobile website

Note: Among respondents with a mobile phone and bank account who used mobile banking in the past 12 months (n=801)

94%

58%

56%

48%

47%

36%

16%

4%

Using your mobile phone, have you done each of these in the past 12 months?

Source: FederalReserve.gov

|    The State of Mobile App Security    |    Copyright © 2016 whiteCryption. All rights reserved. 10www.whitecryption.com

http://www.federalreserve.gov
http://www.whitecryption.com
http://www.whitecryption.com


|    The State of Mobile App Security    |    Copyright © 2016 whiteCryption. All rights reserved. 11www.whitecryption.com

HEALTHCARE
Mobile device use is relatively new to the healthcare industry. In 2013, only 
eight percent of doctors used mobile devices to manage in-patient data. 
By 2015, the number had grown to 70 percent, and now an estimated 
90 percent of healthcare providers are using mobile devices in their medical 
practice. Patients are also using their devices to make and confirm 
appointments and to access medical records through mobile apps. The U.S. 
Department of Health and Human Services reported more than 260 major 
healthcare breaches in 2015 with nine percent of those breaches involving 
a mobile device other than a laptop. This number is expected to grow 
substantially in the future.

Healthcare providers must consider if the information and data they share, 
and how they share it, fall within HIPAA guidelines. There are significant fines 
and guidelines for failing to follow the rules. Yet, for many providers, their 
mobile device is a wild card, lacking the security measures and 
considerations given to other healthcare records, emails and sensitive 
conversations. Healthcare apps and insurance app developers should also 
consider if they are putting patients at risk. 

In addition to mobile application data breaches, hospitals face catastrophic 
consequences through device tampering as their equipment continues to 
upgrade its mobile communications. Thirty-eight percent of large-scale 
enterprise hospitals surveyed by Spyglass Consulting had invested in 
smartphone-based communications support with an average size 
deployment of 624 devices. Meanwhile, in the same survey, 82 percent of 
hospitals expressed “grave concern” about the ability to support and protect 
mobile devices, patient data and hospital IT infrastructure as a result of the 
growing threat of cybersecurity attacks.

Whether it’s device tampering, patient safety, or securing HIPAA patient 
data, mobile devices are the most vulnerable gateway since they are not the 
traditional endpoints in the cybersecurity chain, such as servers and internet 
within the IT perimeter. 

Very safe

Somewhat safe

Somewhat unsafe

Very unsafe

Don’t know

Note: Among respondents with 
a mobile phone and bank 
account, for those who used 
mobile banking (n=801) and 
those who did not use mobile 
banking (n=1,343) in the past 
12 months.

16%

2%

55%

23%

19%

29%

3%

28%

6%

18%

How safe do you believe people’s personal information is when they use 
mobile banking?

Source: FederalReserve.gov

Not a mobile banking user

Mobile banking user

MOBILE BANKING (continued)

The main defense against mobile banking malware starts with mobile app 
developers who need to adequately understand the risks that proliferate in the 
mobile data, connections and transactions ecosystem.

• Fake apps or hacked apps are an impending security threat. Consumers 
who download apps with false branding may expose sensitive financial 
information. Therefore, app developers must prevent reverse engineering 
through code level obfuscation and tamper resistant software protection. 

• Many mobile banking apps lack adequate implementation of SSL (Secure 
Sockets Layer) or certificate validation. Use the two digital security 
protocols to ensure server authenticity and to establish encrypted links 
including SSL and TLS (Transport Layer Security).

• When an app is distributed to millions of devices and mobile banking 
users, it’s not guaranteed that those devices are safe environments even 
when running security software. This is especially true with the trend 
toward jailbroken devices. By hardening the app with security services 
during the application development process, the app is able to bring 
security with it no matter where it goes.
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DRONES
This year, at RSA 2016, researcher Nils Rodday demonstrated security flaws 
on a $20,000 drone using only a laptop and USB-connected chip. He was 
able to hijack the drone using two security vulnerabilities, stating the drone 
was “crackable in seconds.” The exact model of the drone is protected 
under NDA; however, the $20,000 model is commonly used for power-line 
inspections, professional photography and agriculture applications. 
According to Rodday, the weak point in many drones is the failure to 
properly implement strong encryption between the drone and its controller 
module, leaving the drone open to an MitM attack. In another hack, the 
popular domestic Parrot Drone was the subject of security research when an 
expert from the firm Planet Zuda demonstrated a takedown of a Parrot A.R. 
exploiting the built-in Wi-Fi. It was discovered that anyone with a free Parrot 
app on a mobile device could control the Parrot drone while the Unmanned 
Aerial Vehicle is flying. The principle of the attack is to first disconnect the 
legitimate control app from the drone, then take control with an app from 
another device. With drones weighing up to 45 pounds and flying up to 
55 mph, hacking these machines becomes a legitimate concern.

ENTERTAINMENT
Global entertainment and media companies have increased their value 
through innovative global streaming services, programs, live concerts, daily 
behind-the-scenes interviews, live sports broadcasts and a variety of music 
and news events that can be viewed on mobile devices. More importantly, 
consumers can now view specific entertainment content on their own devices 
just about anywhere, including planes, taxis, and other forms of public 
transportation. To protect the content from being stolen, digital rights 
management (DRM) systems must be in place, and to protect the players’ 
apps themselves, mobile security app solutions are a necessity. Developers 
should add a layer of protection to prevent hackers from reverse engineering 
and tampering with the service.

HEALTHCARE (continued)

• Mobile introduces bring-your-own device (BYOD), which opens up 
malicious Wi-Fi and cellular network-based attacks. Containerization and 
continuous VPN tunneling are more of an interruption to productivity and 
often cited as an infringement on privacy. Therefore, BYOD concerns are 
likely to persist.

• Hackers can trick healthcare providers into exposing passwords, insurance 
information and other data by introducing fake profiles run by the hacker.

• When an app is reverse engineered, the branding and IP are lifted from 
the app, causing the patient to potentially reveal their name, password, 
social security number and medical ID to a counterfeit app.

How to Protect Your Patients, Patient Records 
and Health Care Organization

• The majority of FDA-approved apps lack binary protection and have 
insufficient transport layer protection. Applications should have in-app 
security measures to protect against threats in the highly distributed 
mobile environment. 

• To protect patient data, it is essential to secure APIs that the mobile app 
uses to communicate with the server. Make sure to hide cryptographic 
keys within the application, and don’t store the keys in memory, as this is a 
common path to back-end servers. 

• Develop an app that stores the most sensitive information server-side 
rather than in the mobile app to reduce liabilities. 

http://www.whitecryption.com
http://www.whitecryption.com


WHAT DEVELOPERS CAN DO
The mobile application industry is pushing forward a new level of 
interoperability that will require heightened security and privacy measures. 
App developers are especially in a position where they can reduce the 
number of vulnerabilities before the app ships. 

App Design: Make sure to design the app for secure data storage. 
For example, Starbucks was storing usernames, email addresses and 
passwords in clear text on the device, where a hacker could access the 
information by simply connecting the device to a PC. With many people 
using the same passwords for other accounts, this faulty storage approach 
had many far-reaching implications. To avoid this, design apps so that 
critical information is not stored on the device. iOS passwords should 
be stored in the encrypted data section in the iOS keychain.

“Less is more” with app design, to lower the risk of exposing sensitive 
data, minimize the amount of data exposed

1. Enterprise mobile app data often stays server side and is only viewable 
within range. 

2. Have IT teams mobilize only a handful of “must haves” when it comes 
to Customer Relationship Management. Often, the stripped down app 
version works better than the full-blown version because it functions faster. 

3. Consider using icons instead of text. For instance, instead of having 
a birthday in text, use a “gift” icon.

SERVER SIDE CONTROLS
Depending on the view, server side may or may not fall under mobile 
security; however, it’s important to make sure back-end services are hardened 
against malicious attackers. APIs should be checked and verified for proper 
security methods to ensure only authorized personnel have access. A number 
of back-end APIs wrongly assume that an app will be the only item that will 
access it; however, the servers the app is accessing should have security 
measures in place. 
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UNTRUSTED INPUTS
A mobile app can accept data from all kinds of sources. Without sufficient 
encryption, attackers can modify inputs and environment variables. Ensure 
that all of the data the application receives from an untrusted third-party 
application can be subject to input validation. 

REVERSE ENGINEERING
Before a vulnerability is exposed, attackers can obtain a public copy of an 
application and reverse engineer it. Popular applications are repackaged into 
“rogue apps” containing malicious code and are posted on third-party app 
stores to lure unsuspecting users. The main reasons an app is reverse 
engineered is to expose sensitive information, such as the keys or data. The 
other is to lift or expose the intellectual property from the application binary 
to develop counterfeit apps. The best prevention for reverse engineering is 
techniques such as code obfuscation, where the code is purposely obscured, 
and encryption, where key sections of the code are kept encrypted until the 
program runs.

BROKEN CRYPTOGRAPHY
Broken cryptography usually occurs for one of two reasons. Either the app is 
using a weak algorithm for encryption and decryption, or the app is using a 
strong encryption algorithm but implementing it in an insecure way.

• Common mistakes for weak algorithms include usage of an algorithm not 
accepted by the security community such as MD5 for hashing. Always use 
state-of-the-art encryption APIs within mobile platforms and invest in 
manual analysis, such as penetration testing and threat modeling. 

• Common mistakes for key management include app key storage in the 
byte code. Many organizations use strong encryption algorithms, but 
implement their keys and certificates in areas that are vulnerable to 
attackers. When an app ships with the keys stored in the byte code, 
the keys are common across all app installs and can be decrypted. 
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HOW WHITECRYPTION CAN HELP
All mobile app developers who have secrets to hide know that hackers will 
attack their apps’ software instructions. whiteCryption provides the world’s 
most advanced code obfuscation and white-box crypto technologies that 
protect apps with sensitive information and thwart attacks on apps. Today, 
whiteCryption protects mobile payment apps, smart car apps, healthcare 
apps and major media players. The applications are limitless, and as devices 
proliferate, whiteCryption is rapidly becoming the standard of care against 
app hacking.

whiteCryption’s award-winning Cryptanium™ security solutions protect 
mobile apps, desktop applications, firmware and embedded applications, 
and are available for all popular platforms such as Android, iOS, Windows, 
OSX and Linux, as well as embedded systems. Cryptanium offers two security 
components: Secure Key Box and Code Protection.

SECURE KEY BOX
Cryptanium Secure Key Box is a state-of-the-art white-box cryptography tool 
that keeps secret cryptographic keys well hidden within the app code, even 
during runtime. It is a simple C/C++/Java library that implements an API, 
providing an extensive set of high-level classes and methods for operating 
with the most popular cryptographic algorithms, including ciphers, signing, 
verification, key generation, wrapping, unwrapping, digests and 
key agreements.  

CODE PROTECTION
Cryptanium Code Protection is a tool used to “harden” software application 
code to prevent reverse engineering and other techniques used by 
cyber-criminals to gain access to sensitive information and resources 
contained in applications. It obfuscates the code, making it much more 
difficult for attackers to review the code and analyze the application. 
Application shielding provides protection for an organization’s 
software-based assets from tampering, reverse engineering and attacks 
on the application in untrusted environments.

WHAT DEVELOPERS CAN DO (continued)

UNINTENDED DATA LEAKAGE
Statistically speaking, one of the largest risks with mobile app security comes 
from data leakage and privacy invasive behaviors from legitimate 
applications. In an examination of 315,000 iOS and Android apps, 48 percent 
of iOS and 87 percent of Android apps leaked data. The percentages were 
much higher when looking at privacy invasive behaviors with 62 percent of 
iOS apps engaging and 86 percent of Android apps. Many advertisers, 
government agencies and hackers covet the personal information stored in 
apps. For example, one of the most popular gaming apps of all time was 
used for surveillance through third-party ad networks.

http://www.whitecryption.com
http://www.whitecryption.com


an Intertrust Company

SOURCES & RECOMMENDED READING
Mobile Overview
• Cisco Visual Networking Index: Global Mobile Data Traffic Forecast Update, 2015–2020 

• Gartner Says Demand for Enterprise Mobile Apps Will Outstrip Available Development 
Capacity Five to One

• By the Numbers: Sizing Up the App Economy in 2015

• Gartner Says Smartphone Sales Surpassed One Billion Units in 2014

• App Forecast: Over $100 Billion in Revenue by 2020   

The Role Mobile Security Plays
• The State of Mobile Application Insecurity

• OWASP Mobile Security Project

The Four Horsemen of Mobile Security
• RSA Conference: The Four Horsemen of Mobile Security

• When Malware Goes Mobile

The Cost of Data Breaches
• 2016 Cost of Data Breach Study: Global Analysis

Broken Cryptography in Mobile Apps 
• State of Mobile Security and What to Expect in 2015

• Gartner Says More than 75 Percent of Mobile Applications Will Fail Basic Security Tests 
Through 2015

• Four Out of Five Applications Written in Web Scripting Languages Fail OWASP Top 10 
Upon First Assessment

|    The State of Mobile App Security    |    Copyright © 2016 whiteCryption. All rights reserved.www.whitecryption.com

A Closer Look at iOS and Android
• Top 50 Products by Total Number of "Distinct" Vulnerabilities in 2015

• Internet Security Threat Report

• Mobile Threat Report, What’s on the Horizon for 2016 

• Continued Rise in Mobile Threats for 2016

App Security for The Internet of Things: From Proof-of-Concept to Real-World Attacks
• The Zettabyte Era—Trends and Analysis

• Connected Cars: The Open Road for Hackers

• Of 10 IoT-Connected Home Security Systems Tested, 100% are Full of Security FAIL

• Drones Over Hollywood: An Aerial View of Video Security

• Security Concerns Restrain Mobile Banking

• Consumers and Mobile Financial Services 2016

• 2015 HIMSS Mobile Technology Survey

• Point of Care Communications for Nursing 2016

whiteCryption Corporation
920 Stewart Drive, 
Sunnyvale, CA 94085
(408) 616-1600
marketing@whitecryption.com

http://www.cisco.com/c/en/us/solutions/collateral/service-provider/visual-networking-index-vni/mobile-white-paper-c11-520862.pdf
https://www.cvedetails.com/top-50-products.php?year=2015
https://www.symantec.com/content/dam/symantec/docs/reports/istr-21-2016-en.pdf
http://www.gartner.com/newsroom/id/3076817
http://www.mcafee.com/us/resources/reports/rp-mobile-threat-report-2016.pdf
http://www.ca.com/us/rewrite/articles/application-economy/by-the-numbers-sizing-up-the-app-economy-in-2015.html
http://blog.trendmicro.com/continued-rise-in-mobile-threats-for-2016/
http://www.gartner.com/newsroom/id/2996817
https://www.appannie.com/insights/market-data/app-annie-releases-inaugural-mobile-app-forecast/
http://www.cisco.com/c/en/us/solutions/collateral/service-provider/visual-networking-index-vni/vni-hyperconnectivity-wp.html
https://www.fireeye.com/blog/threat-research/2016/06/connected_cars_the.html
https://securityintelligence.com/media/ponemon-institute-study-mobile-application-insecurity/
http://www.computerworld.com/article/2881942/cybercrime-hacking/of-10-iot-connected-home-security-systems-tested-100-are-full-of-security-fail.html
https://www.owasp.org/index.php/OWASP_Mobile_Security_Project
https://www.exchangewire.com/blog/2016/04/21/drones-over-hollywood-an-aerial-view-of-video-security/
http://www.financierworldwide.com/fw-news/2014/5/21/security-concerns-restrain-mobile-banking
https://www.rsaconference.com/videos/the-four-horsemen-of-mobile-security
http://www.federalreserve.gov/econresdata/consumers-and-mobile-financial-services-report-201603.pdf
https://www.sophos.com/en-us/security-news-trends/security-trends/malware-goes-mobile/10-tips-to-prevent-mobile-malware.aspx
http://www.himss.org/2015-mobile-survey
http://www.spyglass-consulting.com/wp_PCOMM_Nursing_2016.html
http://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=SEL03094WWEN
https://www.fireeye.com/blog/executive-perspective/2015/02/state_of_mobile_secu.html
http://www.gartner.com/newsroom/id/2846017
https://www.veracode.com/four-out-of-five-applications-written-in-web-scripting-languages-fail-owasp-top-10-upon-first-assessment
http://www.whitecryption.com
mailto:marketing@whitecryption.com?Subject=whiteCryption%20Mobile%20App%20Security%20Report
http://www.whitecryption.com
http://www.whitecryption.com

	': 


